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Introduction

Contact

Zebra Technologies’ Local License Server acts as on premise server to support node-locked site-wide
licensing. The license server is designed to administer the licenses within a customer enterprise, report
license usage to the back office, and provide served-license status information.

This guide describes how to administer Zebra Technologies’ Local License Server.

Screens and windows pictured in this guide are samples and can differ from actual screens.

Please feel free to send your queries on this document to ZebraSWLicensingTeam@zebra.com
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Getting Started

Local License Server Requirements

Hardware Requirements

Minimum hardware requirements for the license server:
e Hard drive: 500 MB

* RAM:4 GB

e CPU: 2 GHz, two cores.

Supported Platforms

The Embedded local license server is supported on the following platforms:
*  Windows* x86/x86-64 (.NET Framework 4.5 or later is required)

Supported Browsers

The License Server Manager Ul supports the following browsers:
* Mozilla Firefox version 43 or higher
¢ Google Chrome version 47 or higher

* Microsoft Internet Explorer version 10 or higher.

Java Prerequisites

The following are the Java prerequisites for the machine where the embedded local license server is
installed:

* Oracle JRE 1.8 or OpendDK 1.8
e The JAVA_HOME (or JRE_HOME) environment variable on your system set to the path for your default
JDK (or JRE) installation.

_/‘ The license server requires only the JRE component. If JRE is your default Java installation, set the
|:'~-“| JRE_HOME environment variable; if JDK is your default installation, set JAVA_HOME.

License Server Manager Requirements
The License Server Manager requires installation of Apache Tomcat. Supported versions include:

e 7x(7.0.53 or higher)
e 8x (for 8.5.%, should be 8.5.16 or higher).

DNS Configuration Requirements

Local License Server (LLS) URL end point used by devices for license management (activate/return)
needs to be constant and should not change after the LLS is setup and running.

By default the URL exposed by LLS is in the format http://10.80.204.154:7070/request, where
10.80.204.154 is the IP address of system on which the LLS is running.
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Since the IP of a system can change depending on the network configuration, it is advised to setup a DNS
server.

So, the URL format with DNS setup will be like http://11licenseserver.zebra.com:7070/request.

Connectivity Details

The Local License server will be acquiring the licenses from the cloud
(https://zebra-licensing.flexnetoperations.com) and the port 443 is open for the communication

Download Packages

Zebra Technologies local license server software package is provided as an executable file that can be
downloaded from the zebra.com website under the Support & Downloads section. The software package
supports both the 32-bit and 64-bit architectures.

e Windows: zebra_lls_installer_x.y.exe

Administrator Experience on the Local License Server Overview

The following table summarizes the basic tasks to perform as a license server administrator on the LLS.

Table1 LLS Overview

Phase Task Description
1 Un-Wrap the Local License The Zebra provided executable will load the necessary
Server Components files for the Local Licenser Server and Local License
Server Manager in the system.
2 Configuring the Local License Before installing the license server, you have the option
Server to configure settings that define the local environment in

which the license server will run. (These settings can be
edited any time after installation as well.)

3 Registering the Local License Register the server as a device in the Zebra Licensing
Server Portal.

4 Preparing to Use the License Zebra Technologies has provided the License Server
Server Manager Manager as a tool with which to administer your license

server. If so, before launching this tool, you must have
an Apache Tomcat server installed and need to perform
some additional configuration steps.

5 Start the Local License Server This phase involves installing and starting up the Zebra
local license server as a service.

6 Start the License Server Manager | The administrator tool that the producer provides with
the license server enables you to manage and monitor
the server and its operations.

7 Acquire Licenses on the License | A purchased set of product licenses needs to be

Server acquired on the license server before it can distribute the
licenses to client devices running the licensed products.
The licenses can be assigned from the Zebra Portal or
through the Offline Server Updates View.

- Uninstalling the Local License For various reasons, you might need to uninstall the
Server LLS.
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Un-Wrap the Local License Server Components
Running the executable file provided by Zebra Technologies will un-wrap the components required for the
Local Licensing Server and place it in the Program Files folder.
Default location is drive: \Program Files (x86)\ Zebra Local License_Server.
The following folders are available under the Zebra Local License Server:
* addons
e lib
e server
* Ui
The add ons folder has the executable files for the Java and Apache TomCat components.
CAUTION: The server contains the producer-settings.xml file, this file is to never be tempered with as it is

a Zebra generated and encrypted file. Any edits made to the file will result in errors requiring a fresh
producer-settings.xml file/

Java Runtime Environment (JRE)

The LLS requires the Java Runtime Environment component to be installed in the system. If it is not
installed, download Oracle JRE 1.8 or OpenJDK 1.8 on-line (Java version 8, Java 11 is also supported); or
for Windows systems, use the executable provided in this folder (both 32-bit and 64-bit versions are
provided); or use the command-line to download and install it.

After installing the JRE on the Windows system, set the Java Path in two places in the Environmental
Variables. Go to Computer > Properties > Advanced System Settings.

e User Variables: Create a New User variable with Variable name = JRE_HOME and variable value =
C:\Program Files\Java\jrel.8.0_151.

* System Variables: Add C:\Program Files\Java\jrel.8.0_151\bin; to the Variable name Path. Do
not override the existing values. Append to the existing values.

/‘ NOTE: The above values are provided under the assumption that the JRE is installed in C:\Program Files.
= Please update the path accordingly if it is installed in some other directory.
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Figure 1 System Properties

-
System Properties =
Computer Name | Hardware | Advanced |Sy5tem Protection I Remote| Enroiiment Vanables | 2% !
You must be logged on as an Administrator to make most of these changes.
Paifsiianes User variables for 520802
Visual effects, processor scheduling, memory usage, and virtual memory Variable Value b
JRE_HOME C:\Program Files\Javaljre1.8.0_151 !:|
ORACLE_HOME C:\DevSuiteHome 1 L
Path C:\Users\520802\AppDataiLocal\Progra. .
User Profiles TEMP %LUSERPROFILE%:\AppData\Local Temp X
Desktop settings related to your logon
e -
System variables
Startup and Recovery Variable Value »
System startup, system failure, and debugging information o5 Vindows_NT |:I
Path C:\Program Files\Javaljre1.8.0_151%bin...
J PATHEXT .COM; EXE; . BAT;.CMD; . VES; VBE;. J5;....
PERLSLIB x
Environmenit Variables. .. [ New... ] [ Edit... ] [ Delete ]
ok | [ Cancel ][ ey [ ok |[ cancel |
A

Configuring the Local License Server

®

NOTE: All the settings have their default values and it is not necessary to change any of the values unless
it is required except for the ACTIVE_HOSTID. Refer the end of this section to identify the correct HOSTID.

IMPORTANT: For quick configuration of the Local License Server, you can jump straight to the LLS
Configurator on page 26.

Open the zebrals.settings file (located in the server directory) in a text editor, and update it with the
local environment information; or leave the file as is to accept the default settings. For example, change
the JAVA_HOME value or uncomment and provide a value for the PORT setting. When you update any
setting, these rules apply:

* Any setting value that uses a space must be enclosed in quotations

* Do not insert spaces before or after the equal sign (=) in the setting syntax (for example, PORT=7071).

Table 2 Configurations in the zebrals.settings File

Setting Description

ZEBRAJAR The Java executable file for the Embedded Local License Server.

PUBSETTINGS The license server configuration file generated by Zebra
Technologies.

JAVA_HOME (or JRE_HOME) | The path for JDK or JRE installation that the LLS should use. The
Zebra LLS Executable uses this location to find the necessary
java.exe and jvm.d11 files. By default, the LLS uses the value of
your JAVA_HOME (or JRE_HOME) system environment variable to
determine the Java installation location, as indicated by the
%IAVA_HOMEY% (or %IRE_HOME%) value for this local setting. However, if
you want the LLS to use a different Java installation on your system,
edit this local setting to override the server
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Table 2 Configurations in the zebrals.settings File (Continued)

Setting Description

PORT The listening port used by the LLS. If no value is specified, the server
automatically uses 7070.
ACTIVE_HOSTID The hostid to use for the LLS. The expected syntax is value/type

where type=Ethernet and value is Ethernet MAC address (for
example: 7200014f5df0/Ethernet). This value is not set by default. If
the hostid is not specified, the LLS uses the first available Ethernet
address on the device.

EXTENDED_SUFFIX The suffix used for the extended hostid feature. This value is not set
by default.

EXTRA_SYSPROPERTIES One or more system properties (each in -Dkey=value format) that are
passed to the Java Runtime system. The LLS depends on the Java
Runtime Environment to support certain network functionality such as
specifying the HTTP proxy. For example, if you plan to have the LLS
communicate with the back office through an HTTP proxy, use this
setting to identify the proxy parameters needed to configure the
server.

The following shows example proxy parameters listed as -D system
properties for this setting:

EXTRA_SYSPROPERTIES="-Dhttp.proxyHost=10.90.3.133
-Dhttp.proxyPort=3128 -Dhttp.proxyUser=useria
-Dhttp.proxypassword=user1apwd35"

By default, this setting has no properties defined.

Identifying the Host ID in Windows

Host ID is the identifier for the LLS. Make sure you have the correct Host ID before starting the server.

Go to Command Prompt and type ipconfig/all.

Identify the Network Connection which shows the Wireless connection with which the devices will be
connected.

In the following example, XXWireless is the wireless connection with which the devices will be connected.
Pick the Physical Address (without dashes) and that will be the Host ID.

» NOTE: If an IP-based value is used for the Host ID of the LLS then any changes to that IP address will
oz require updates to the LLS configuration to the updated IP address. The same applies for DNS name
updates.

Host ID is 5CC5D44CE86B.
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Figure 2 Physical Address Example

B Select Administrator: Command Prompt SRRCE X

5
Physical Address. . . . . . . . : S5E-C5-D4-4C-EB-6B
DHCP Enabled. . . . . . . . . . : Yes
Autoconfiguration Enabled . . . : Yes

Hireless LAN adapter Wireless Metwork Connection 8:

Connection—specific DNS Suffix X¥Wireless.lan
eless—N 7268
sical A e E8—6 B
DHCPF Enabled. . . . . . .
Autoconfiguration Enabled Yes
Link-local IPv6 Address . feB@::eBchb:cPac:782a:4a?dx46(Preferredd
IPv4 Address. . & 18.808.284.111 (Preferred>
Subnet Mask . . - = 255.255.252.8
Lease Obtained. s Thursday. May 24, 2018 12:19:29 PM
Leaze Expires . - Friday., May 25, 2818 12:19:29 PM
Default Gateway s 18.80.284.1
DHCP Server . . - = 18.88.1.38
2 il 279158484
. A8-81-AB-81-1D-9B-21-47-28-D2-44-48-EE-69

DHCPv6 IAID . . .
DHCPu6 Client DUI

D
DNS Servers . . . . . . 2681:249:8188:41ac:6238:eBf f :fe?f :d67h

4.2.2.2

[% 4

Update the zebrals.settings file under the server directory for the Active Host ID entry as below and
save the file. (Remove the # in front of the line to activate this setting.)

Figure 3 zebrals.settings File

r| zebrals.settings - Notepad =

File Edit Format View Help

#
#optional
#

#server port, default to 7070 if not specified.
#PORT=

#active hostid in <values=/<type> format, such as
C001D9999/Ethernet. If not set will use default hostid.
ACT _HOSTID=5CC5D44CEBGE/Ethernet

#extended hostid suffix.
#EXTENDED_SUFFIX=

#server alias.
#SERVER_ALIAS=

m

#optional extra system properties (e.g. proxy settings).
#EXTRA_SYSPROPERTIES=

#Note
#values that have spaces need to be in quotes
#

10
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Registering the Local License Server

As a first step, you need to register your Local License Server with Zebra Technologies. Create the server
on the Zebra Licensing Portal with an ID that matches the ACTIVE_HOSTID which you have set up in the
zebrals.settings file.

To do so, first navigate to Zebra Licensing Portal by entering the URL
zebra-licensing.flexnetoperations.com/. From this page, hover over the Devices tab and click
Create Device.

Figure 4 Devices Tab

. ZEBRA

Activation & License Support

Entitlements « v

Software Licenses Pc

See all
Recent Entitlements Your Downloads
Activation 1D Product : . Last modified ‘Workforce Connect
Ofbc-3fe1-586b-436f-8325-5Ta6-c 168-3125 WEC Voice éﬁé’ﬂﬁi\i‘rﬁ&’ﬁéﬁaﬁ?ﬁé,i' _:Mag 24, 2018
2b7d-4903-a315-4e 1¢-915b-8256-fec8-ad53 WFC SE “oice Client Suite May 24, 2013
aBda-2cc4-Dad1-40e1-513d-57df-4982-81fc WFC Voice Client SW Cisco CUCM STD 8.2 May 24, 2018
4c5c-daec-a2fc-45e1-be6a-9181-7834-3843 WFC “oice Client SW Rauland STD 8.2 May 24, 2015
aaB1-aScd-adEc-4ael-b2fa-E561-3428-05af WFC Voice Client SW Rauland STD 8.2 May 24, 2018
See all
Recent Releases QuickLinks
Description Date List Entittements
Mo records found for this account. List Licenses
List Devices
List Accounts
List Users

From the create device page, first check the box next to "Runs license server?" which will update the fields
for the device creation.

Enter an appropriate unique name for the server in the name field, select Local for a Local Licensing
Server, select ID Type as Ethernet, and enter the ID as the HostID mentioned earlier from your
zebrals.settings file. Verify all of the information you have entered and ensure that the HostID matches
the ACTIVE_HOSTID used earlier and then click Save to complete the device creation process.

1"
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Figure 5 New Devices Screen

. ZEBRA

Activation & License Support | Devices

Entitlements v

D ev | CE New Device

Name:*
|#| Runs license server?
Server deployment. ® Local () Cloud
ID Type:™ ETHERNET v
ID:* Backup |D (Optional)
Account.  Zebra (Zebra Technologies) v

Site name:

Save

Preparing to Use the License Server Manager

Integrate the License Server with Tomcat

The Zebra License Server includes the License Server Manager Administration tool to help you maintain
the server and manage license distribution in your enterprise.

If you intend to use the License Server Manager, you must have an Apache Tomcat server installed.
Before launching the License Server Manager for the first time, you are required to perform the following to
integrate the license server with Tomcat.

1. Install the Tomcat server if one does not already exist on your system. Tomcat installers are available
from the Apache Tomcat website at tomcat.apache.org/ or you can find it available in the Add Ons
directory.

2. Locate the flsm.war file in your license server installation (in the ui folder).
3. Copy the flsm.war file to the webapps directory in the Tomcat installation.

4. If necessary, change the port on which the License Server Manager tool listens for browser requests.
(By default, the License Server Manager listens on port 8080.) Use these steps:

a. Locate the server.xml file in the conf directory of the Tomcat installation.

b. Within the server.xml file, locate the appropriate connector element and modify its port attribute
value to the desired port number.

5. Start the Tomcat server, and then launch the License Server Manager. See Start the License Server
Manager on page 15.

12
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Updating the LLS Web Ul

In the case that you are upgrading your Local License Server to a new version, it is highly suggested that
the flsm.war file is updated as well. After upgrading your Local License Server with the corresponding
installer file, the new version of the f1sm.war file can be found in the ui folder of your Local License Server
installation directory.

To update the Local License Server Web Ul to the new version, follow these steps:

1. Stop the Apache Tomcat service.

2. Delete the flsm.war file + f1sm directory in the webapps folder of Tomcat.

3. Copy and paste the flsm.war file from the ui folder to the webapps folder of Tomcat.
4

. Start the Apache Tomcat service.

Start the Local License Server

After you have completed creating and setting up your Local License Server device in Zebra Licensing

Portal, perform the following steps to start your local license server:

1. Under the server folder, right click on the executable zebra_local_license_server.exe and Run as
Administrator. It opens the following Interface with different options:

Figure 6 Zebra LLS Program

E C\Program Files (x86)\Zebra Local License Server\server\zebra_local_license_server.exe - [m] ]

2. Enter Z. This registers the License server as a Windows Service and starts the server.

Figure 7 LLS Setup Modes

Input: E

The Local I
1

B Back ta the Hain Henu

3. Upon choosing Z, you will be provided with 2 options:

13
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e 1 -LLS with Internet connectivity [Recommended]

Select this option if the server on which the LLS is installed has Internet connectivity to reach the
Zebra Licensing Portal [URL: https://zebra-licensing-fno.flexnetoperations.com Port: 443]
Connectivity enables the data generated within the LLS to be periodically synced to the Portal
automatically, providing visibility of the device and license consumption to the LLS admin and Zebra
admins on the Portal. This visibility is required for downstream HW Repair & Services on devices
with SW licenses. The sync occurs every 2 weeks.

e 2 -LLS without Internet connectivity

Select this option if the sever on which the LLS is installed does not have Internet connectivity to
reach the Zebra Licensing Portal. Please ensure the LLS is synced to the Zebra Licensing Portal
using the Offline Sync Utilities (Option O). Without the visibility, downstream HW Repair & Services
on devices with SW licenses would be impacted.

4. Confirm that the service is running by performing one of the following:
* Enter 2 to check the status.

* In the Windows Services window (services.msc), check that the service FlexNet License Server -
zebra (FNLS-zebra) has started.

5. You can stop or start the server using the appropriate options provided in the interface.

6. The trusted storage will be created in the path
C:\Windows\ServiceProfiles\NetworkService\flexnetls\zebra\. This folder and it's contents are

machine generated. Do not tamper with them.

7. To view the license server log, navigate to the server
C:\Windows\ServiceProfiles\NetworkService\flexnetls\zebra\logs, and review the contents of

the appropriate .log file.

»  NOTE: Since the server is registered as a Windows Service, it will continue to run in the background even
0= if you exit the Interface. It will continue to run unless until you explicitly stop it using the options provided or
shut down your computer. When you restart your computer, the service will start running automatically and
you need not have to start the server again.

14
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Start the License Server Manager
The Zebra License Server Manager is a browser-based interface used to monitor and configure the LLS.
To set up the License Server Manager using the Tomcat server:

1. Make sure you have installed Apache Tomcat and copied the f1sm.war file from the server ui directory
to the webapps directory on Tomcat.

2. Launch the Tomcat server using the instructions provided with the Tomcat product. It might be
necessary to set the JAVA_HOME or JRE_HOME environment variable before starting the Tomcat
server.

3. If the license server is not already running, start it. (The License Server Manager requires that the
license server be running.)

4. Point a web browser to http://licenseServerHostName:8080/flsm/.
Where: licenseServerHostName is the server
8080 is the default port.

In our example the IP address corresponding to the Active Host ID is 10.80.204.111. So the URL will
be http://10.80.204.111:8080/flsm/.

With DNS enabled it will be something similar to http:/llicenseserver.zebra.com:8080/flsm/

Figure 8 Local License Server

Mireless LAN adapter Wireless Metwork Connection 8:

Connection—specific DN8 Suffix . : ZEWireless.lan

Description : Intel{R> Wireless—N 7268

Physical Address. . . . . . . . . : 5C-C5-D4-4C-E8-6B

DHCP Enahbled . . = Yes

Autoconfiguration Enabled & ow B Yes

Link-local IPv6 Addres : feBB::eBcb:cYac:VB2at4a?dn46(Preferred>

Subnet Mask : 255.255.252.8

Lease Obtained . ¢ Thursday, May 24, 2018 12:49:47 PH

Lease Expires : Friday, May 25, 2818 12:49:51 PM

Default Gateway : 18.88.284 .1

DHCP Server . . * 18.88.1.38

DHCFuvb IAID : 979158484

DHCPvb Client DUID : B8-81-AA-81-1D-9B-21-47-28-D2-44-48-EE-6%

DHS Servers

4.2.2.2
MetBIOS over Tcpip : Enabled

Ethernet adapter Local Area Connection 5:

Connection—specific DNE Suffix . : zebra.lan

_/‘ NOTE: If licenses are activated on a device from an LLS (with or without DNS) and the IP or DNS name of
= the network changes, then devices will not be able to communicate with LLS for any new activation or
returns of existing license. TO fix this issue, update the LLS settings file with the new Ethernet address
associate to the new IP/DNS name change.

15
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Figure 9 Devices View

%. Zebra License Server Manager :

p l_ioense.Semer

Devices |

Reservations Device ID Device 1D Type
wgg Nothing found to display.

Offline Server Updates | Total number of records: 0

Client Key Operations

Propsrties

Login

Devices with features consumed. Click a device ID for further details.

ol ool ol ol ol

License Server Manager

& About
# Seftings

1. Click Properties on the left side of the interface.
2. On the Settings view, check that the following setting is defined correctly:

e Server host ID - It should have the Host ID which was used to register the LLS. If not, choose the
correct Host ID and save the changes.

To stop the License Server Manager, close the web page and shut down the Tomcat server.

Acquire Licenses on the License Server

Licenses can be acquired to the LLS thorough the following options:
e Zebra Licensing Portal

* Offline Server Updates view in the License Manager.

Zebra Licensing Portal
The licenses can be assigned to a Local License server from the Zebra Licensing Portal. From the Portal,

open up your Local License Server device details by navigating to the Devices tab and searching for the
name of your Local License Server and clicking that name.

16
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Figure 10 View Server Page

. ZEBRA

Home Activation &

License Support | Devices Downloads Accounts &
Entitlements v v

Users

View Server

Action ¥

Map Entilements
License
Map By Activation ID
Backup License
Remove Licenses

Move Server

Download Capability
Response b Internal)
Server Status:  ACTIVE

Maodel Details

The device model does not include any pre-installed licenses.

1. In the View Server page, click Actions > Map by Activation ID. The Map by Activation IDs page
appears.

Figure 11 Map by Activation IDs Page

Home Activation & License Support | Devices Accounts &
Entitlements  + \ v v | Users

Map by Activation IDs

Device ID:
5CCE5D44CESEB (ETHERNET)

Mtivab Enter Activation IDs here.

2. In the Activation IDs field, enter in the desired Activation ID from the license you want available on the
Local License Server. If you want to enter more than one Activation ID, then make sure all entries are
separated by the enter key and only one per line.

3. Click Validate to proceed to the next page.

17
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Figure 12 Add Quantity

il ZEBRA

Activation & License Support | Devices Downloads

Entitlements v v v
| |

o Validation successiul
Map by Activation [Ds

Device ID
SCC5D44CE36B(ETHERNET)

Re-Validate

Ciytoadd  fwailable gty Activation 1D Product

Expiration
Jul 2, 2018

16 bBhc-6636-378b-40b4-57be-3557-6eee-3275 Zebra Test Software Product - X, \ersion 1.0

3
Cance‘r

1. After the Activation ID validation, in the Qty to add field enter the desired quantity of licenses you want
to be available for that activation ID (must be equal to or less than the remaining quantity).

2. Click Save to complete the assigning process.

Once assigned to your Local License Server, you will be able to view the assigned license features in the
License Server Web Manager after the synchronization. The synchronization is scheduled to happen
every two weeks. If you want to perform a manual synchronization, stop and start the server from the
Command Prompt Ul. New license information can also be manually synced to the LLS via a binary file
downloaded by the Download Capability Response option in the LLS device instance page in the
Licensing Portal and then manually uploading the file in the Offline Server Updates View.

If you need to activate additional licenses from the same activation ID, repeat the above process and
provide the additional quantity in the Qty to add field.

Learn more about the synchronization policies in the section Synchronization Policies Between Local
License Server and Cloud.

Offline Server Updates View

Use the Offline Server Updates view to update the served license pool using offline operations instead of
direct communication to a back-office server. In the upper half of the view, you can do either:

e Save a capability request to a binary file by clicking Download in the Save capability/confirmation
request for offline processing by back-office server section. This request is used to poll for any
license updates for the license server.

* Enter an activation ID (in the Activation ID field) and count (in the Count field) in the Generate offline
request using Activation ID and Count section. When you click Download, the activation request is
saved as a binary file. This request is used to obtain license rights for the license server through a
specific activation ID that Zebra Technologies has provided you.
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Figure 13 Offline Server Updates View

o e | Save capability/confirmation request for offline processing by back-office server.
# Devices If this License Server is not connected to the Internet, you can manuzlly update the peal of licenses being served using offline communications to the back office. If required, click Download to save 2 request
% Reservations from this server into a local file for processing by a back-office server.

¥ Feature Usage | o Toad
# Offline Server Updates ownoa
# Client Key Operations |

% Properties
& Login

Generate offline request using Activation 1D and Count
Spedify Activation ID and count to gensrate the offline request bin which can be used in the back office.

Activation ID

" License Server Manager Count |
¥ About | Download
¥ Settings

Once the request is downloaded as a binary request file, you have to transfer the request file to a computer
which has Internet Connectivity.

In that Internet connected system, login to Zebra Licensing Portal. Hover over the Devices tab and then
click Offline Device Management. In the Offline Device Management page, make sure Upload Type is
selected as Generate license then click Choose File and select the transferred binary request file. Once
the file has been selected, click Upload to generate the binary response file. To download the binary
response file, click link in the alert created from uploading the request binary file. After downloading the
response file, it needs to be transferred back to the LLS machine and processed there.

Figure 14 Offline Device Management Page
. ZEBRA

Home Activation & License Support Downloads Accounts &
Entitlements  + v v | Users v

0 License has been generated successfully, please click here to download the new license.

Offline Device Management

Manually upload either a Capability Reguest or Synchronization History Files for offline processing. The application will offer you a response file to download.

Upload type: (® Generate license
() Upload synchronization history

Upload

In the Offline Server Updates view, browse for the offline response file you transferred from the other
machine and then click Upload to process the response. The response file will be processed and you can
see the licenses assigned to the LLS in the Features Usage view.
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Figure 15 Offline Server Updates Screen
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Browse for the offline response file you recelved from the back-office server, and then click Upload to process the response,

I -.»EI— mj

[ Cancel | [ upload |
Copsyright [£] 2000-2008 P LLC. & Rights: Rigared.
To acquire additional licenses or return licenses:
The same steps needs to be followed and the count needs to be changed accordingly.
For Example:

1. There are 20 licenses which are acquired already and there is a need to add additional 15 qty, the new
count needs to be 35 (20+15).

2. There are 20 licenses which are acquired already and there is a need to remove 8 licenses, the new
count needs to be 12 (20-8).

_/‘ NOTE: Unlike the Option from the End Customer Portal, the quantity is always cumulative from this
|:'~-“| interface. The Offline Server Updates method replaces the existing quantity with the new quantity. Qty to
add or remove cannot be specified explicitly and it needs to be calculated.

Additional Views Available in the License Server Manger:

¢ Devices View

The Devices view displays the client devices recognized by the license server as having been served
licenses from the serverID type, and the device type-physical, virtual, or unknown. When you click the
device ID for a specific client, the Device Details view opens, listing the features currently served to the
client.

Figure 16 Devices View

License Server Device Details
i Devices

jigResenvations Device ID: TC51_17068522513633
» Feature Usage Device ID Type: STRING

3 Offiine Server Updates Device Type: UNKNOWN

# Client Key Operations

# Properties Consumed Features

# Login

software-feature-testA 1.0

2018-07-02
2018-07-02
2018-07-02

EACSY
&

[ software-feature-tests 10
| software-feature-testc 10

License Server Manager
# About Back

i Settings Copyright (c) 2010-2018 Flexera LLC. All Rights Reserv
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* Feature Usage View
The Feature Usage view displays details regarding all the features installed on the license server.

Figure 17 Feature Usage View

o

-
: {
~ License Server | —— Femr—
1 Search (case-sensitive): | search by: [Feature v | [ G || &
| # Devices | T T T
# Reservations |
2 Featurc Usags | lick the f ble head: b I d d |
1 0 1 Click the feature table header row to obtain a single sorted non-paginated list.
|+ Oifﬂm Senverilodales, 1 Click a feature name for further detail information.
| ¥ Client Key Operations
| ¥ Properties | = = —
o | Feature Version Count Available Expiry Activation Code (Product Name)
t ez 1 software-feature-testE 1.0 5 5 2018-07-03 037f-322b-0230-45f3-8367-1fdc-cc2a-9013 (Zebra Test Software Product -
; ! Z)
| software-feature-testA 1.0 2 2 2018-07-02 b8bc-6686-378b-40b4-97bc-3557-602e-3275 (Zabra Test Software Product
' License Server Manager -X)
i S 1 software-feature-testC 1.0 2 2 2018-07-02 b8bc-6686-378b-40b4-97bc-3557-602e-3275 (Zebra Test Software Product
| = | -X)
¥ Seftings 1 software-feature-test8 1.0 2 2 2018-07-02 b8bc-6686-378b-40b4-97bc-3557-6cee-3275 (Zebra Test Software Product
{ i
1 software-feature-testD 1.0 5 5 2018-07-03 0377-3e2b-0e30-45f3-8367-1fdc-cc2a-9013 (Zebra Test Software Product -
)
Page1of 1
Gotopage[1 v

Total number of records: 5

When you click a feature name, the Feature Details page displays containing detailed information about
the feature. This includes the total count allocated to the server, the count currently being used, and the
number of reserved licenses within the used count.

Figure 18 Feature Details

_— — S

Feature Name:

1 software-feature-testA
| Version: 1.0
1 Total count: 2
1 Available: 2
1 Used Count: 0O
| Reserved Count: 0

Vendor String: PRODUCT_NAME=Zebra Test Software Product - X;
PURCHASED_BY=Zebra Internal; PURCHASED_BY_ID=Zebra_Internal;
% %ActivationCode:b8bc-6686-378b-40b4-97bc-3557-6cee-3275%%:;

Feature Expiry: 2018-07-02

* Properties View

The Properties view displays the current policy settings used by the Embedded local license server.
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Figure 19 Properties View

/""
=)

Property alue Description
Server host 1D FAF39A440836 (ETHERNET) | Sarver's host ID used when fulfiling served licenses with the back office. If
5 ipka IDs are available, salect the one ragistarad with the back-office
server.
SEVET Version 018.05 Sarver's Expcutable version
Server UUID 386ff4ba-8eBa-431b-bBad-9dfacslea523 This server's UUID value
Server Status Alive Indicates server state

Secure REST AP Settings
iRESTS‘ecurityBbeﬂ false The property that determines if security is applied to REST endpoints

‘Synchironization To Backoffice true The property that determines whether synchronization to the back office i

Enabled enabled. If synchronization is disabled, meterad-msage and license-
distribution data is still collected and retained but ks not sent to the badk

Synchronization To Backoffics 50 The maximum raambser of client recoeds to includs in a syncheonization

Page Size messape to the back office. A smaller page size limits the memory

: _overhead at the expense of having multiple smchronization transactions. |

Synchronization to Backoffice Sm The amount of time bebween synchronizabion sessions with the back office.

Interval Thee vadue can be specified with an optional unit-suffix ketter-s, m, b, d, or
w-indicating seconds, minutes, hours, days, or weeks, If no suffix is used,
the server assumes the value s in seconds,

Synchronization To Backoffice 4 The mumbser of times to retry synchronization attemets if a synchronization

Ratry Connt sassion with the back office fails.

Synchronization To Backoffica im The amount of time between synchronization Sttemngts, when

Retry Interval gynchronization with the badk office fails. The value can be specified with

an optional unit-suffo: letter-s, m, h, d, or w-indicating seconds, minutes,
haurs, days, or wesks, If no suffi is used, the server assumes the value is

in seconds.
‘Synchironization To Backoffica 25 At license-senver startup, the amount of time the server should walt befora
Delay ) nuamawnchmrmbqnsesmnmmeha_dmﬁae.
Synchronization To Backoffics s The property that determines whether histoncal license-distribution data
Inchude Historical Data for concurrent fleatures is collacted and sent to the back office as part of

the synchronization data. If historical-data is disabled, the data sent
includes only the mest recent license-distribution update for each cient
since pravious synchronization session.
Licenss Sarver Recovery From truse The progerty that determines whether cense-recovery from back office is
Backoffice Enalled enabled, If recovery is enabled, meterad usage data and the license-
distribution state for concurrent features are recoverad from the back office

on indial server startup with a fresh or reset trusted storage.
_,.,eee—- —_—— —_—_—_————_—_e_—_—e—_—_—_—e—_e_e_e_e——

The properties included on this page:

* Server host ID: The license serverthe server has multiple hostid values, the list contains the available
hardware Ethernet addresses and dongle IDs. If virtual hosts are supported, the VM UUID will also be
listed. Select the value registered with your backoffice system.

¢ General Properties: The license server version, device UUID, and status.
¢ Secure REST API Settings: Settings that control administrative security on the license server.

* Server sync settings: Properties for synchronizing to the back office.
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Figure 20 Properties View

Response Lifetime 1 The Hatime of 3 served-licenss response on the chent. This value can be specified
with an optional unit-suffix letter-s, m, b, d, or w-indicating seconds, minutes,
hours, days, of wesks, If no suffix is used, the senver assumes the value is in
seconds, If valug is 0 (2ed0), the responss has an unlimited iatime.

Demammlml Iw 1rehamme<wlfusawdhoenses,mmﬁﬁvahecaﬂbesueuﬁedmm
an optional unit-suffix letter-s, m, h, d, or w-indicating sexonds, minutes, hours,

| days or weelks.

Default Renew Intenval 15 The renew interval, as a percentage of the bormow interval, for features that do not
specify an gwemide. If set to zero, the rensw interval is at client discretion.

Allow Virtual Clients true The property that determines whether virtual dients are allowed to obtain licenses.

Allow virtual Server true The property that determines whether the license server 15 allowed to un on a
virtual host.

Default Borrow Granularity SECOND Thit bomow granularity 1o usé for chents that do not specify one. For clients before

; lp\ersimmn,mewrpdm Mllbedav,re_ga:dessafmssemng.

Haost 1D Validation Interval m The frequency with which the licanse server validates that its host ID has not

| changed. If this is s&t to 260, validation is digabled.

Backup URI The URI of the backup server in a fallover configuration.

IMa-nLR[ The URT of the main server in a fallover configuration.

Imwmﬁuachmm falsa Tmmﬂmmﬁéﬂm&em.ﬁﬁd—dﬁﬁmswmma
virtual host.

Client Expiry Timer Intenal s The interval between client expiry sessions

Settings for server to senver Sync between FNE senvers

Synchronization to fme enablad [hh | The property that determines whether to enable server to server synchronization.

Main FNE Server URI |' | The URT of the main server in a fallover configuration.

Synchronization to FNE interval sm The amount of time between initiating synchronization sesshons with the main
sarwir, This value can mmdhdmmmommlumsﬂixms.m,h,d ar
w-indicating seconds, minutes, hours, days, or weeks. If no suffix is used, the
SOrer IESITES thi value is in Seconds,

Synchronization to fré pagesize 100 Thit macimum number of cient records t inchude in 2 synchronization message to

| the backup server,

Synchronization to foe retry count 1 When a synchronization from the main server fails, the number of times to retry

| synchronization.

Synchronization to fne retry repaat  1m The amount of time bebween synchronization attempts when, synchronization from

inerval thé main server fails, The value can be specified with an optional unit-suffix

letter-s, m, h, d, or w-indicating seconds, minutes, hours, days, or weeks. If no
suffl is used, the seever assumes the value is in seconds.

Capability polling settings

Capability Polling Enabled true The property that determines whether capability-request polling is enabled, If
polling is anabled, a capability request is sent to the back office perdodical
updaﬁ&elumﬂskmrnﬂmmmmmdmdﬁmkﬁ
daployment madel of the Boensa senver,

Capabilty Polling Interval 1d The amount of tme between capability-request polls. The value can be specified
with an optional unit-sufftx letter-5, m, h, d, or w-indicating seconds, minutes,
hours, days, of weeks, If no suffix is used, the senwer assumes the value i in

seconds,
Capability Polling Retry Count 3 The numbser of capability-poling attempts allowed, if polling fails,
Itauahilil'.' Polling Retry Interval s The amount of time bebween capability-polling attampts, if the polling fails. The

value can be spacified with an optional unit-suffix ketter-3, m, b, d, of w-indicating
seconds, minutes, howrs, days, or weeks. If no suffix is usad, the server assumes
the value i in seconds.

* License generation: Polices that help manage served features.
« Settings for server to server sync between FNE servers: Policies for failover synchronization.

¢ Capability polling settings: Settings that control whether and how often the license server contacts
the back office for license updates and how often the server should retry communications after a failed
attempt.
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Figure 21 Properties View

Server Host UUID Hast UUID that uniquety identifias this sarver instance whan commaunicating with
the back office.

Server Instance 1D Instance 1D that uniquely identifies this server instance in the REST APL

Tenant ID The tenaink for which this server will serve icenses,

'Ememriseln The enterprise to which this server belongs.

|10 The locaticn of this server.

.'I'n.xstedmagedrmv_ #{basa.dir} The default directony for the trusted storage. The default value Is the flexnetis
folder in the user's home directory.

Log4) Configuration Fike

Access log pattern

access_yyyy_mm_dd.request.log

External overrice file for Log4) configuration. If no valug is spacified a default
bundied configuration is used.

The name format for request log.

| Publisher defined hostd policy  DISABLED The progerty that detarmines whether to enable suppart for a custom hostid for
the license sarver, If so, use the value strict.

Extended Hostld enabled trok The progenty that enables support for extended hastids for the liKense server,

|75 Farce reset false The property that determines whether trusted storage can be reset when
ungynichronized data still exists on the license serve,

Backup maintenance (nterval 2d T2 Paximim amount of time that the back-up senver can serve boenses in a
faikower situation. This value can be specified with an optional unit-sufftx letter-s,
m, |, @, or Weindicating seconds, minutes, hours, days, of waiks. If no suffix is
used, the server assumes the value is in saconds.

Sync Compatibility falsa Enable sync compatibility when migrating from Flexivet Embedded Server App to
FlendNet Embedded Licerse Sarver.

Logging Properties

Logging Diregtony Cr\windows\ServiceProfiles\NetworkSenvice\flexnetis\zebraflogs The directony to which the license server writes the log.

Logging Theeshold INFO Tt lowvest, kvl of log-message grandanity to recordfatal, eeror, wamn, or info, For
example, If fatal is set, only messages about fatal events are recorded. However, if

| wam is set, fatal-event, ermor, and warning messages are reconded.

Graylog Host The host name of a Graylog server, i any, to which logging messages wal be sent. |

.Glayicq Threshold ViaRN The howest bevel of log-message granularity to record fatal, emar, wamn, or info.

For gxample, if fatal is set, only messages about fatal events are
However, if wam s set, fatal-event, arror, and warning messages are recorded.

* Locally deployed license server settings: Settings specific to your license server and environment.

* Logging properties: Log locations and the lowest level of granularity for log messages captured in the
log.

License Server Manager Information and Settings

Below the other commands in the License Server Manager Menu is the License Server Manager group,
The group contains the About and Settings views. The About view (not shown) displays build, system,
and browser information. In the Settings view, you specify the port number and host name (network name
or IP address) for the license server, as well as the number of records to show on a page. These
configuration settings appear in a separate list because they can be modified even if the license server is
inaccessible, unlike the license server policy settings and configuration properties.

The default port for the license server is 7070.

Figure 22 Settings View

/’

Property Value Description

Page size !E | Number of records to display per page.

FlexMet licenss server hast name localhost Host name whers UI will look for FlexNet license server. Default is localhost.

FlexMet license server listen port 7070 | Port on which UI will look for FlexNet license server. Default is 7070.

Connact using HTTPS ) Yes ® No Indicates whether to use HTTPS protocol while communicating with the server or not. Default is No.

Save

Options include:

¢ Page size - The number of records to display per page.

e Zebra license server host name - The hostname of the machine the license server is running. See
Preparing to Use the License Server Manager for more information about this file.
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* Zebra license server listen port - The port number for the license server. (The default port for the
server is 7070.)

e Connect using HTTPS - Indicates whether to use secured protocol while communicating with the
server.

Device License Acquisition through the Local License Server
To acquire licenses that are hosted in a Local License Server on a device, the device must be directed to
the correct URL.
There are two main components to be considered for the URL of device license acquisition:
e Local License Server Base URL

e |Local License Server ListenPort

Local License Server Base URL

Base URL for the Local License Server will always be the IP address or DNS name associated to the
Ethernet address assigned as the Host ID for the Local License Server.

In the previous example, the Local License Server was configured with the Host ID 5CC5D44CES86B.
When entering into the Local License Server web manager, it was found that the Ethernet address
5CC5D44CE86B was associated with the IP address 10.80.204.111 which was used to build the URL to
access the web manager.

This means that the base URL for the Local License Server is http://10.80.204.111/ - in the case of DNS
configurations, the base URL will be the DNS name associated to the Ethernet address:
http://licenseServerHostName/.

Local License Server Listen Port

As identified in the previous section, the default listen port for the Local License Server is set to 7070. If
any network configurations required changes to the listen port of the Local License Server, then please
adjust this value accordingly.

Using both the base URL and the listen port of the Local License Server, the device license acquisition
URL can be built by adding the two along with one additional requirement: /request

For this example, devices will need to point to the following URL to acquire licenses from the Local License
Server:

e |P Address config: http://10.80.204.111:7070/request
e DNS Name config: http://licenseServerHostName:7070/request

» NOTE: Any change to the IP address or DNS name following the configuration of the Local License Server
Nz will require an update to the device license acquisition URL as the base URL of the Local License Server
would have changed.
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LLS Configurator

As part of v3.1 of the Windows LLS package, the terminal Ul has been updated with a new function to
streamline the LLS configuration process of your host machine to get your LLS software running with
minimal manual intervention. This offering is to get your LLS running as quickly as possible without having
to worry about the specifics of each step in the configuration process. If needed, you can always take care
of the more specific or advanced configurations later.

To start the LLS configuration process-all you need is to have version 3.1 of the package downloaded and
installed on your machine-open the terminal Ul via the zebra_local_license_server.exe and then enter

LLS Configurator should only be used for the initial registration of your LLS service. Any subsequent
registrations where host machine configuration is not required should be done via the

Below are all the items covered as part of the configuration function:
¢ Physical vs Virtual Machine Identification
¢ RAM Requirements of the Host Machine
¢ Java ldentification and Configuration
¢ Verification of required version (v8 or higher)
 JAVA_HOME or JRE_HOME Environment variable configuration
* Tomcat Identification & Configuration
* Verification of required version (v7 or higher)
¢ Port 8080 availability if TomCat is not installed
¢ System Path Environment Variable configuration for Java & System Directory
* Host ID Identification & Configuration
¢ Connectivity to the licensing server back-end
* Registration of the Local License Service (based off connectivity state and user selection).

IMPORTANT: Please ensure that the command line terminal window is always closed and reopened
whenever changes have been made to your Host Machinechanges. Failure to do so will result in failures in
the configuration code.

What is still required from the user after completing the configuration workflow?
* Creating the LLS device in the Licensing Portal

¢ Assigning licenses to the LLS device in the portal

¢ Setting the LLS to the User Security mode

¢ Licensing and management of the devices served by the LLS.

_/‘ NOTE: If you configured your LLS to run on a custom port (i.e. not port 7070) then you must manually

El update the port configuration in the zebrals.settings file to use a different port later. To change the port,
stop the LLS service, update the port setting in the zebrals.settings file and save it, then register your LLS
service using the

Enabling and Managing User Security

As part of version 3.0 of the Windows LLS, User Security functionality is now supported. With User
Security enabled on an LLS, queries and operations on the server will be limited to a defined group of
users (which can be managed through the LLS command prompt Ul.) Unauthorized users will no longer be
able to perform the following actions:
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* Access the LLS Web Ul (includes all actions performed directly through the LLS Web Ul)
* Return licenses on served devices through the command prompt Ul

» Perform offline sync activities through the command prompt Ul

* Manage list of authenticated users.

The following are not impacted by the enabling of User Security:

» Starting / Stopping / Registering of the LLS Service on the host machine through the command prompt
ul

* Activating a license on a device

* Access & Permissions to the Zebra Software Licensing Portal.

Figure 23 User Security Management Interface

User Security Roles and Credentials

As part of the LLS, a default administrator username and password are generated to begin using the User
Security functionality:

The default administrator credentials are in the UserSecurity. txt file in the server directory.

_/‘ NOTE: It is suggested that the password for the default administrator of the LLS be changed upon first
|:'~-“| activating User Security using the commands in the command prompt Ul. New administrators with different
usernames can also be created which will be described in the next section.

Roles for User Security

When administrative security is enabled, the default administrator account (described earlier) is assigned

ROLE_ADMIN, ROLE_RESERVATIONS, ROLE_DROPCLIENT, and ROLE_READ, granting that account
full rights to administer the license server. Any user account created can be assigned one or more roles of
these roles, including ROLE_ADMIN to create another administrator.

Keep in mind that any role can perform capability exchanges and synchronization operations as this
functionality is exempt from security measures. These functionalities simply requires the input of any
userfrom the terminal Ul (using the command
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Table 3 User Roles & Permissions Tables

Role Permissions

ROLE_READ Permissions to perform "read" operations (ex: query for features,
licenses, or devices from the Web Ul), When no other role is assigned to
a user account, ROLE_READ is assigned by default as the only role.

ROLE_RESERVATIONS Permissions to add and delete reservations (Note: license reservations
are currently not supported so this role can be ignored).

ROLE_DROPCLIENT Permissions to delete client records on the license server (ex: this role is
required to perform the license return functionality in the LLS command
prompt Ul).

ROLE_ADMIN Administrator privileges to update license server policies (LLS-only),

create and manage other enterprise user accounts, and perform other
administrative tasks like view the Properties panel in the LLS Web UI.

ROLE_PRODUCER Currently not in use and can be ignored.

Credential Requirements

The following lists the requirements for username and password needed for each user account created for
User Security.

User Name

The user name (up to 64 characters) is case-sensitive and numbers can be used. Please refrain from
using special characters.

User Password

The password for a user account is case-sensitive and must meet the following criteria:
¢ At least 8 characters (with a max of 64 characters)

* At least one digit

* At least one upper-case character

» At least one special character (for example: **$ -+ ? _& =1% { }/ # and more)

* No whitespace.

Managing User Accounts

Once user security has been enabled through the LLS command prompt Ul (using the menu), the user will
be able to create, update and delete different user accounts based off the roles described earlier. All these
commands are executed through the LLS command prompt UI.

Items of note when using the User Security functionality:
¢ All user management functionalities require credentials from a user with ROLE_ADMIN
e Creating or updating a user

* Updating a userrequires that the full list of roles be given when running the command

To update a userwish to update and hit enter. DO NOT enter a space or any other character or that will
result in a failure. Example: to update a userroles.
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» Deleting a user requires that you give the full user name in the exact same case it was created
* Deleting a user will delete that user forever but will open up that user name to be used again

* Do not have more than 20 users at a time. The listing functionality of the command prompt Ul will no
longer work if more than 20 users have been created. Please delete user accounts that are no longer
used to prevent this issue.

User accounts with ROLE_READ and/or ROLE_ADMIN can access the LLS Web Ul through the Login
page as seen below:

Figure 24 Login Page and Authentication of LLS Web Ul

W [

Disabling User Security

To disable User Security, the user will need to navigate to the main menu of the LLS command prompt Ul
and re-register their LLS service using the

CAUTION: Once User Security has been turned on and a user logs in, the Apache Tomcat web server will
face issues if User Security is later turned off. To fix these issues, delete the f1sm directory and flsm.war
file in your Tomcat webapps directory and then recopy the flsm.war file from the Ul directory of the LLS to
the webapps folder.

Synchronization Policies Between Local License Server and Cloud

Synchronization between the local license server and the cloud server is enabled by default.
The default sync frequencies are as follows:

¢ Sync frequency between the local license server and cloud is once every two weeks.

¢ If the initial sync fails, two retry attempts are made after 24 hours after each attempt.

_/‘ NOTE: Manual Sync - Stopping and restarting the server triggers a synchronization between the local
= license server and the cloud.

Local license server can be setup in 2 ways:
1. Server is setup in a host machine which has network connectivity and can talk to the cloud.

2. Server is setup in a standalone machine which does not.

Server with Network Connectivity

When the server has network connectivity, the default sync policies are enforced and the synchronization
occurs automatically as per the specified frequency.

If there is a need for unscheduled synchronization, use the option of manual sync by restarting the server.
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Server without Network Connectivity
When the server is out of network, the sync attempts will fail and the synchronization will not happen. In
this case, offline synchronization tools need to be used (Detailed Information provided in the next section).

The LLS Installer needs to be installed on a machine which has the network connectivity. Necessary
setups to run the command prompt Ul like JRE and Environmental variables needs to be defined in that
machine.

Using the command prompt user interface:
1. Generate the sync file from the machine where LLS is hosted.

2. Process the sync file in the new machine which has the network connectivity and get the
acknowledgment file.

3. Process the acknowledgment file back in the machine where LLS is hosted.

_/‘ NOTE: Alternatively, the standalone machine can be connected to the network and the manual sync can
|:'~-“| be performed by restarting the server.

Disadvantages of not Having Regular Synchronization

The served devices will not be visible in the Zebra Licensing Portal which impact downstream HW Repairs
& Services workflow on devices with SW licenses on them.

Offline Synchronization Options

Offline synchronization can be performed by using the Option O (Sub menu options 5 through 7) provided
in the Command Prompt Ul. When the LLS is out of network connectivity, you need another machine
which has network connectivity to the cloud to complete the offline synchronization. The LLS Installer
needs to be installed on that machine. Necessary setups to run the command prompt Ul like JRE and
Environmental variables needs to be defined in that machine.

Step 1: Download the Sync Files

_/‘ NOTE: This step needs to be executed in the Machine where Local License Server is installed. Then the
|:'~-“| generated sync file needs to be transferred to the Machine with Internet Connectivity.

Use the option 5 and provide the IP address of the LLS machine and the path where you want the sync file
to be generated.

Once the download completes, a message stating the number of transaction records downloaded is
displayed:

OfflineSync utility started.

Sync completed for three device records.

If there are no new transaction records to download, the message displays the following:
¢ OfflineSync utility started.

* No new data is available.

Step 2: Synchronize to the Cloud

_/‘ NOTE: This step needs to be executed in the Machine which has Internet connectivity to the Cloud. Get
|:'~-“| the sync file generated in the LLS Machine and give that as an input in this step.

Use the option 6 and provide the path where the sync files from LLS are placed.
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A sync acknowledgment message is returned:
Successfully sent sync data and received a sync acknowledgment.

Upon successful sync, a sync ack file will be generated in the server folder with the name sync_ack.bin.
This ack file needs to be transferred back to the LLS Machine.

Step 3: Update the Synchronization Time

_/‘ NOTE: This step needs to be executed in the Machine where Local License Server is installed. Get the
|:'~-‘| sync acknowledgment file generated and place it in the server folder.

The synchronization acknowledgment needs to be processed on the license server to update the last time
of synchronization so that it knows that the data has been synchronized to the back office.

Use the Option 7 and provide the IP address of the LLS Machine and the path where the sync files are
generated (in Step 1):

The server responds with the following message:
¢ OfflineSync utility started.
e Purging file 20140613T105312.fnesync
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Return Licenses to the Local License Server

In the event that a device being served by an LLS becomes inoperable and requires repair or a
replacement, you may choose to use the option R in Command prompt Ul to return the licenses in the
device back to the LLS License Pool.

NOTE: This activity can be performed only when the LLS server has Internet connectivity. This can be
performed on software that allows for returns. Please check your software product spec for details.

NOTE: This action is only to be executed after receiving confirmation from Zebra saying the non-functional
device is served by an LLS and requires customer intervention to remove the licenses.

Upon choosing the Option R, you will be prompted to enter the IP address of the LLS along with the port
number (default 7070) and the ID of the device which you would like to return the licenses from. Upon
successful return, the licenses will be removed from the device and added back to the License Pool in the
LLS.

Figure 25 Return License with Security

Served Device Export Utility

In some instances, users will be managing a large number of devices through the Local License Server. As
part of enabling an easier method of served device management under these scenarios, Zebra has
provided a new export functionality.

Now available through the served devices info to the deviceExport directory found within the server folder
- removing any need to manual query for devices in the Web UL.

32



Local License Server Administrator Guide

Figure 26 Served Device Export Command

The following details are included in the details of the export:

* Host ID of the served device

¢ Product name of licenses acquired on the served device

» Activation ID(s) of licenses acquired on the served device

e Count for an Activation ID that has been acquired on a served device
* Feature details of the product activated on the served device.

NOTE: The export utility will always save the excel sheet in the deviceExport directory. The
deviceExport can be found in the server folder in the Zebra Local License Server installation directory
(this folder is only packaged as part of the LLS for v3.0 of the Windows LLS). Tampering with the
deviceExport may lead to errors during exporting.
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Uninstalling the Local License Server

To uninstall the license server service on Windows:
1. As an administrator, open a command prompt and navigate to the license server
2. Execute the command zebrals.bat -stop to stop the service.

3. Execute the command zebrals.bat -uninstall to uninstall the license server service. (If you attempt

to uninstall the service before stopping it, a message appears indicating that you need to stop the
service first.)

4. To ensure there are no hanging instances or services, execute sc delete FNLS-zebra as an
administrator. Either the command will fail with the message The specified service does not exist as
an installed service, or it will succeed with the message [SC] DeleteService SUCCESS.

5. Delete the license server component files from the installation folder.

Recovery Options During System Failure

The server failure can be categorized into two cases:
¢ Soft Failure - Ethernet MAC Address persists after recovery.

¢ Hard Failure - Ethernet MAC Address does not persist after the recovery.

Soft Failure

The machine on which the Local License Server is hosted has some issues which does not affect the
Ethernet MAC address. The MAC address remains the same after the machine is recovers from the
failure.

The Local License server is registered as a Windows Service and it will run once the machine is restarted.
There is a chance that the registration is deleted or the service is stopped. So the Host Machine recovers
from failure and restarts, perform the following steps.

1. Check whether the LLS is up and running by checking in the License Server Manager Ul or in the Zebra
Command Prompt Ul by using the Option 2 - "Check the Status of the Local License Server".

2. If the server is running, no other actions required and the LLS will start reflecting the earlier status of the
Licenses & Devices after the initial sync with the Zebra Cloud server. If not, continue with Step 3.

3. If the Zebra Command Prompt Ul says the Service is stopped, try starting the server by using the
Option 1 - "Start the Local License Server".

4. If the Zebra Command Prompt Ul says the Service is not installed, try registering the server again by
using the Option Z - "Register License Server as Windows Service and Start it".

5. Once the service starts running, the LLS will resume the earlier status before the system failure.

6. If there are any issues, please reach out the Zebra Help Desk team.

Hard Failure

The machine on which the LLS is hosted has fatal issues which affects the Ethernet MAC address,
causing it to be different once the machine recovers from the failure.

In this case, a new server needs to be created using the new Ethernet MAC Address as the Host ID and
this function s as a new installation.
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/* NOTE: The served end-points however will continue to work based on existing entittement on the
= end-point. Any check-in, refresh operation, etc., will require these end-points to be reconfigured to point to
the new Server

— /‘ NOTE: For details around the previously served devices or unused licenses, please reach out to the Zebra
= help desk to migrate the licenses to the new server. It is highly recommended that the LLS data be
periodically synced with Zebra for such disaster recovery and backup purposes.
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Frequently Asked Questions

Q: How do | get access to the Zebra

A: Follow the Instructions in the system generated mail upon successful creation of the entitlements.

Q: What is the URL for the Zebra

A: https://zebra-licensing.flexnetoperations.com/

Q: I“Unexpected Error” message.

A: Only users with Customer Administrator role are allowed to create a Local License Server. Contact the
Zebra Help Desk to make sure you have the Customer Administrator role assigned to your user account.

Q: When | try to run the zebra_local_license_server.exe file, it shutdowns after launch of command
prompt.

A: Make sure the environmental variable is setup properly to run an executable file.

For example: If

Go to Computer > Properties > Advanced System Settings > Environment Variables.
In the System Variables section, add C: \Windows\System32 to the Variable name Path.

Do not override the existing values. Append to the existing values.

Q: The licenses | assigned in the licensing portal are not reflecting in the local server.

A: Synchronization should happen between the cloud and the local server to reflect the changes. Refer to
the sync schedule. You can manually initiate a sync by stopping the server and starting it again in the
command prompt user interface.

Q: How do | upgrade to the latest version of the Local License Server?

A: There will be upgrade instructions provided for each newer version. Follow the instructions carefully to
upgrade into a newer version.

Q: My server stops intermittently after | start it.

A: Make sure the host machine has enough available RAM. Insufficient RAM availability could cause the
server to stop.

Q: License Server Manager URL shows

A: Make sure the Apache service is running and you have used the correct IP address in URL.

Q: What happens in the LLS when a license expires?

A: The features associated to the expired license will no longer appear in the Feature Usage page of the
web manager.
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Q: Why does my device say license activation failure for a particular AID but the license is still successfully
acquired?

A: If two AIDs are present on a LLS for the same product, then a device pointing to the LLS will look for
features associated to an AID. So when two AlDs are present for the same product, the device simply
queries for any AID with the needed feature and uses that which can lead to an error message in the
device since there are chances that the inputted AID may not be used to acquire the feature.

Q: I have run the LLS Configurator workflow or recently registered my LLS service on my host machine.
Opening the LLS web Ul has empty values for the feature and device details and the Properties page no
longer works. LLS logs files have the following error:

* ERROR main Trust startup failure:Unable to read anchor, status:FATAL.

* ERROR main Trust break detected at startup time:Unable to read anchor, status:FATAL.

A: Re-register the LLS service using the either the has the correct Host ID value set for the MAC address
of the network for the host machine. After the re-registration workflow completes, check the LLS web Ul for
the correct feature and device details. If you continue to face this issue, please reach out to the Zebra
Technical Support team.
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